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The regulation of digital financial assets has been a topic of discussion for many countries
over the last decade. China is among the world leaders in the digitalization and blockchain
technologies. Under the “one country, two systems,” two different approaches to the digital
financial assets have been implemented in the PRC. Although the COVID-19 pandemic
has stimulated many investors to diversify their investment portfolios to include digital
financial assets, the People’s Bank of China has not changed its prohibitive position on
tokens and cryptocurrencies and even launched a campaign against miners and crypto
exchanges. Macau and Taiwan have also prohibited initial coin offerings and the transfer of
cryptocurrencies due to the risks of money laundering connected with the citizens of mainland
China. Macau, Taiwan, and the Monetary Authority of Hong Kong have implemented less
stringent regulations of digital financial assets. Comparative analysis demonstrates that Hong
Kong acts as an intermediary for China to the digital financial assets.
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1. Introduction

The economic crisis caused by the COVID-19 pandemic has a significant impact
on financial markets, rapidly increasing the prices of various digital financial assets
(bitcoin, ether, etc.). According to Coindesk, in March 2021, the Bitcoin exchange
rate reached USD 60,000 and the Ether exchange rate rose to more than USD 1,600.
Given that their respective rates were USD 8,700 and USD 162 in January 2020,
this situation can be explained as the high liquidity of the cryptocurrency markets.”
Actually, cryptocurrencies are not a safe haven for investors. Bitcoin is extremely
volatile which can bring exceptionally high profits or terrible losses, seemingly
due to market manipulations.3 Cryptoassets are very attractive for scammers who
use “Ponzi Scheme” methods and even create fake currencies.” Many experts
are warning against cryptocurrencies. For example, a global economist Nouriel
Roubini told the US Senate Committee on Banking, Housing and Community
Affairs that “Crypto is the mother or father of all scams and bubbles.””

In principle, cryptocurrencies are not assets with any backing so that they are
easy to be manipulated. Price manipulations on crypto exchanges are based on the
pump-and-dump scheme which involves the use of bots coordinating the purchase
of inexpensive cryptocurrencies to inflate their value and attract new investors.’
This has been demonstrated many times. For example, after a long period of
growth, in May 2021, the Bitcoin rate declined by approximately 45 percen‘[.7 In
only a single day the largest cryptocurrency dropped 11 percent after news from
China that the PRC Development Commission of the State Council was going to
crack down on Bitcoin mining and trading in order to prevent speculative financial
risks and severely punish financial crimes.’

China is among the world’s leaders in e-commerce and FinTech. Thus, the
question of legal regulation of cryptoassets in China is highly topical. In addition,
Hong Kong, Macao, and Taiwan have their own legal systems, which allow them
to serve as a bridge between capitalist economies and socialist mainland China.

The primary purpose of this research is to find common and special approaches
applied by mainland China, Hong Kong, Macao, and Taiwan in the regulation of
digital financial assets. Comparative legal study will provide a better understanding
of the interaction between the financial systems of mainland China and those of
its special administrative regions such as Hong Kong, Macao and Taiwan. This
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paper will demonstrate concepts of digital assets regulation prevalent in Chinese
law. The analysis of the Chinese approach may be useful for the competent
authorities of other countries to create the rules and strategies for transactions of
cryptocurrencies and digital tokens with China. This paper is composed of seven
parts including a short Introduction and Conclusion. Parts two-five will examine
the cryptoasset regulation in mainland China, Macao, Taiwan and Hong Kong,
respectively. Part six will compare them.

2. Cryptoasset Regulation in Mainland China

Despite that the PRC supports innovations in the field of digital technologies
and finance, its monetary authorities do not promote blockchain-based private
transactions. The People’s Bank of China (PBOC), together with other departments,
consistently prohibit investment in digital financial assets and have a negative
attitude to both cryptocurrencies and digital tokens issued to attract investment
in various projects. * This policy aims to prevent the uncontrolled withdrawal of
capital from mainland China; resist money laundering and illegal financing; and
impede the legalization of proceeds from criminal activities. 0

A. Cryptocurrency Regulation

According to the Notice on Precautions against the Risks of Bitcoins jointly issued by
PBOC with four other state bodies in 2013 (hereinafter Notice 2013), " financial
institutions are prohibited from making any transactions with Bitcoin and may
not provide services related to cryptocurrencies. Banks are obliged to notify the
Anti-Money Laundering Monitoring and Analysis Center of the PBOC and police
departments about all suspicious transactions potentially involving Bitcoin.

The Notice 2013 does not prohibit individuals from performing operations with
cryptocurrency and mining. At first glance, the ban of Bitcoin and the freedom to
mine it looks strange. In fact, however, mining is also strictly regulated. Provinces
of the PRC are empowered to control effective electricity consumption. In 2018,
China’s Leading Group of Internet Financial Risks Remediation required local
governments to take mining under control. Therefore, for example, in May 2021,
Inner Mongolia established the Virtual Currency Mining Enterprise Reporting
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Platfor."” Its targets comprehensively clear: to give full competence of mass
supervision and protection and to improve the reporting channels for virtual
currency mining enterprises, all of which aims to shut down virtual currency
“mining” projects.

B. Why Mainland China Prohibits Bitcoin?

Bitcoin raises many challenges to the financial system, while affecting the
criminal justice system and judicial practice.13 Anonymity of cryptocurrency and
the difficulties in controlling associated Bitcoin transactions gives many benefits
to those who use it for illegal activities such as money laundering, o financing of
terrorism, and drug trafficking. All of these obstacles significantly complicated the
implementation of the anti-corruption campaign, which was announced in 2013 by
the Chinese authorities.

Chinese criminals often use Bitcoin to legalize their gains through financial
institutions located in other jurisdictions, Macau in particular. For example, an
accused person exchanged via a trading platform illegally gained money for 1,200
Bitcoins and transferred them to his cryptowallet, after which he asked a financial
intermediary in Macau to convert Bitcoins into HKD, and then exchanged HKD
into RMB, transferring the money back to mainland China."” Also, in order to trick
currency control authorities and overcome limits on cash withdrawal on UnionPay
cards, Chinese citizens, with the help of Bitcoin Vending Machines located in
Macau, would transfer RMB from mainland China and cash it in Macau under the
guise gambling eamings.16

Thus, the PBOC decided that the only way to decrease the risk of financial and
other types of crimes related to cryptocurrency was to prohibit Bitcoin’s exchange
for fiat money.

C. Initial Coin Offering as a Financial Offence in Mainland China

The restrictive approach of the PBOC is caused by the fact that digital tokens
can be used as an analogue of companies bonds and shares, thereby undermining
securities law by illegally raising capital.17 In 2017, the PBOC, the Office of the
Central Leading Group for Cyberspace Affairs, and the Ministry of Industry and
Information Technology jointly published the “Announcement on Preventing the
Financing Risks of Initial Coin Offerings.”I8 (hereinafter The Announcement) The
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PBOC declared that as financing through digital tokens is equivalent to illegal
financing, persons issuing tokens in the PRC are considered as subjects of criminal
or administrative offenses, depending on the consequences of their activities.”
Article 4 of the Announcement informs financial institutions that they could not
provide services related to the Initial Coin Offerings (ICOs):

All financial institutions and non-banking payment institutions shall not conduct the
businesses relating to ICO financing transactions. All financial institutions and non-
banking payment institutions shall not, in an indirect or direct manner, provide account
opening, registration, trading, liquidation, settlement and other products or services
for ICO financing and “virtual currencies,” shall not undertake the insurance business
relating to coins and “virtual currencies” or include coins and “virtual currencies” in the
scope of insurance liability. If a financial institution or non-banking payment institution
finds any clue to a violation of law or regulation in ICO financing transactions, it shall

report it to the relevant department in a timely manner.

Since 2017, therefore, ICOs in the PRC have been completely prohibited. If a
person launches an illegal fund-raising ICO and collects a large amount of money,
s/he will be criminally liable and punished by imprisonment under the rules of
Article 192 of the Criminal Code of the PRC.” According to the State Council of
the PRC’s Regulation on the Prevention and Treatment of Illegal Fund, if fund
raising is not connected with criminal activity, an illegal fund-raiser will be imposed
a fine not less than RMB 500,000 and no more than RMB 5 million, and its
business license or registration certificate will be suspended.21 Moreover, Article 35
establishes liability for financial institutions and non-bank payment institutions for
failing to prevent illegal fund-raising:

[i]f there are serious consequences, the financial authorities of the State Council or their
branches and field offices shall impose a fine of not less than 1 million yuan nor more
than 5 million RMB on it, and give a warning to the directly liable person in charge and
any other directly responsible person each, in addition to a fine of not less than 100,000
RMB nor more than 500,000 RMB.

In 2018, the PBOC and four other authorities issued a Notice on Risk Warning

against Illegal Fundraising in the Name of “Virtual Currency” and “Blockchain.”
(hereinafter Notice 2018) The PBOC warned investors that when they invest
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their money in digital tokens, the only assurance they have of any financial return
depends on the honesty of the offeror. The Notice 2018 stresses that in many
cases ICOs have been used as tools for illegal fundraising, pyramid schemes, and
fraud by hyping the blockchain concept.23 It also warns investors about so-called
innovations in the financial sphere, which in fact are renewed Ponzi schemes.”

Notably, in order to discourage citizens from investing in projects based on
digital tokens, Chinese courts do not protect the rights of investors, indicating
that investors themselves are violators who expect to receive illegal income. For
example, the Hangzhou Intermediate People’s Court stated that the plaintiff’s
claims for recovery of the promised income from investing in digital tokens could
be satisfied since the income was from illegal activities.” As a result, financial
institutions, companies and individuals were informed about the consequences of
their participation in fraudulent schemes.

Because of the ICO’s prohibition, Chinese public authorities could avoid
mass fraud and illegal earnings from digital tokens related scams. This measure
protects unsophisticated investors from the fund-raisers because the fund-raisers
do not give the investors any real guarantees.26 Of course, the PBOC could apply
securities legislation to ICOs and, thereby, support the financial market. However,
Chinese officials seem to have decided that ICOs are just tools to show how not to
fulfill requirements for an initial public offering.

3. Cryptoassets Ban in Macau

Macau closely cooperates with mainland China to prevent money laundering
through digital financial assets. Therefore, in order to cease illegal actions of
criminals from the mainland, the Monetary Authority of Macao (AMCM) issued
announcements about the illegal activities by cryptocurrencies and I1COs.”

A. Ban of Bitcoin

In 2014, the AMCM issued a Notice of “Caution against Engagement in Bitcoin
Transactions.” (hereinafter Notice 2014) According to the Notice 2014, Bitcoin is a
virtual commodity and the associated transactions would carry high risks of money
laundering and terrorist financing. The AMCM also stressed that commercial
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entities other than authorized financial institutions should be prohibited from
using the words, expressions or any other terms having or implying the idea of
operating the business of a credit institution, including “ATM,” in the course of
their business.” However, the Notice 2014 did not entail significant consequences,
except that “Bitcoin ATMs” were renamed into “Bitcoin Vending Kiosks.”

In 2018, the AMCM published a press release which reiterated that virtual
currencies should not be legal tender urging the public to be vigilant against
potential fraud.” Opposite to the Notice 2014, this document unambiguously
obliged all financial institutions not to participate in or provide, directly or
indirectly, any financial services related to the use of virtual currencies or virtual
goods as means of payment.31 The AMCM emphasized that the exchange of
money to or from Bitcoin, cross-border transfer of Bitcoins, or providing trading
platform services constitute a violation of the Financial System Act.” Thus, the
AMCM applied a similar approach to that used by the PBOC. In this vein, Bitcoin
was not actually banned for its difficulty, but its exchange was prohibited.

B. Prohibition of ICOs in Macau

Following the PBOC policy in 2017, the AMCM banned any services related
to digital tokens.” According to the “Alert to Risks of Virtual Commodities”
and Tokens, all banking and payment institutions in Macao are banned from
participating in or providing, directly or indirectly, any financial services for
activities related to digital tokens.™*

Accordingly, Macau completely adheres to mainland China’s unshakable
line concerning digital financial assets and prohibits financial and banking
organizations from exchanging currency and cash for any digital financial assets. It
reduces opportunities for money laundering and protects investors from investing
in projects that exist as a pyramid scheme. This is mainly due to the coordinated
approaches to corruption and money laundering by both mainland China and
Macau for the regulation of digital financial assets.

4. Cryptoassets Regulation in Taiwan

In comparison with Mainland China and Macau, Taiwan has a more liberal
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approach to cryptoassets regulation. Taiwan restricts financial institutions from
dealing with Bitcoin because it was gradually manipulated by Taiwanese and
international criminals to make criminal investigations difficult.” At the same
time, the Taiwanese Financial Supervisory Commission (FSC) strictly supervised
issuance of digital tokens, but did not ban 1COs.*

A. Bitcoin Related Restrictions in Taiwan

In December 2013, the FSC, jointly with the Central Bank of Taiwan, published a
press release entitled, “Bitcoin is not a currency. The receiver should pay attention
to the problem of risk—taking.”37 Taiwan’s financial authorities warned that Bitcoin
is not a currency or a generally accepted medium of exchange because its value
is unstable.” In fact, Bitcoin is neither an accounting unit or value storage, nor
real currency. When hackers thus steal Bitcoins stored in electronic wallets easily,
there is a lack of exclusive legal protection. The FSC with the Central Bank of
Taiwan noted that Bitcoin is a highly speculative digital virtual commodity and
required financial institutions that deal with Bitcoin-related businesses to take
necessary measures in accordance with relevant laws and regulations.39 Moreover,
in January 2014, the FSC announced that banks and other financial institutions
should not be allowed to accept or exchange Bitcoin or provide services related to
Bitcoin at bank ATMs."

Bitcoin related restrictions in Taiwan are targeted only at financial institutions
and do not affect other businesses in the same way. According to Taiper TIMES,
Taiwanese online shopping service operators have not stopped operations in
Bitcoin"' and enthusiastically accepted cryptocurrency as currency from mainland
consumers.”

B. ICO Legality in Taiwan

ICOs are legitimate in Taiwan as long as fund-raisers obey the provisions of the
Securities and Exchange Act of Taiwan.” According to the FSC’s “Reminder
to the Public of the Risk of Investing in Virtual Goods Such as Bitcoin,” in the
case of non-governmental fund raising activities, the FSC shall, within the scope
of its statutory authority, deal with cases of fund raising activities which violate
financial laws and regulations.44 If the ICO involves illegal raising and issuance
of securities, an issuer or seller shall be subject to inspection and treated as a
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violator of the Securities and Exchange Act. If the issuer of virtual currency or
ICO attempts to attract investment through dissimulation or deception, or attracts
investors to participate in it with unreasonable high remuneration, it may involve
criminal cases such as fraud or illegal gold absorption. In order to maintain
financial order and investors’ rights and interests, the prosecuting organ shall
handle the case according to the law after investigating and adjusting specific
business certificates. *

Thus, the financial authorities of Taiwan did not develop special rules for
ICOs, but rather chose to control and supervise them within the framework of
securities legislation. In cases where digital tokens do not constitute bonds or
shares, their issuance and turnover are unregulated. Therefore, companies are
allowed to introduce so-called utility tokens, but will be punished when such
digital assets have the characteristics of securities.

5. Hong Kong as a Crypto Bridge
to Mainland China

The ban of ICOs and Bitcoin in mainland China and Macau pushed Chinese
investors to find other jurisdictions comfortable for them, and favored the
flourishing crypto exchanges in Hong Kong.46 However, the Hong Kong Monetary
Authority (HKMA) and Hong Kong Securities and Exchange Commission (SEC)
did not create a very liberal offshore haven for crypto business.”” Rather, they
decided to establish strict rules for [COs leaving Bitcoin unregulated.

A. Unregulated Cryptocurrency

For a long time Hong Kong did not make its policy concerning cryptocurrencies.
In September 2018, the HKMA Chief Executive, Norman Chan, stated that
“Bitcoin is not a means of payment and could not be qualified as a regulated
asset.”" Hong Kong officials do not recognize the legal status of Bitcoin,
emphasizing that Bitcoin has no fixed value and may not be regulated by the
HKMA, so the concept of ‘money’ is the key to the HKMA’s jurisdiction.49
Scholars note that the unregulated character of cryptocurrency exchanges may
be problematic and create a gray zone in the financial sector.” Tt is unlikely that
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half-measures will allow Hong Kong to protect unsophisticated private investors
in a proper way.

B. SFC Policy towards Indicial Coin Offerings

If a cryptocurrency or digital token has the characteristics of securities or futures,
they fall under the scope of the Hong Kong Securities and Futures Ordinance™
which should be supervised by the Hong Kong Securities and Futures Commission
(SFC). The SFC pointed out that if the purpose of issuing tokens is to borrow
money, the sponsor will repay the principal and interest to the token holders in the
future, which may constitute the issuance of bonds.”

Therefore, companies attracting investments through an ICO without fulfilling
the obligations required by securities legislation are considered to be engaged in
illegal securities activities in Hong Kong. In this case, the SFC will take regulatory
actions against cryptocurrency exchanges and warns them to stop fund-raising
and trading. * In March 2018, for example, the SFC stopped an ICO issued by
Black Cell Technology Limited. In this case, Black Cell Technology publicly
issued “kropcoin” to Hong Kong investors, claiming that collected funds would be
used to build an Ethereum based agricultural products trading platform (krops) to
provide farmers with relevant information about the market demand of agricultural
products and matching transactions.” The company also promised that investors
would be able to exchange their tokens for shares in Black Cell Technology in the
future.” The SFC, determining that the nature of “krops” was equal to shares of a
collective investment plan, stopped the project and asked the fund-raiser to return
money to investors.” However, this approach introduced a risk of uncertainty for
ICO investors.

In this regard, the SFC has issued some standards that clarify the licensing
procedure for cryptocurrency exchanges and organizations that manage digital
financial assets. In November 2018, the SFC issued the “Statement on Regulatory
Framework for Virtual Asset Portfolios Managers, Fund Distributors and
Trading Platform Operators,”’ “Regulatory Standards for Licensed Corporations
Managing Virtual Asset Portfolios” (hereinafter Regulatory Standards),58 and
“Conceptual Framework for the Potential Regulation of Virtual Asset Trading
Platform Operators” (hereinafter Conceptual Framework).59 In 2019, the SFC
published a Position Paper on Regulation of Virtual Asset Trading Platforms.”
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All named regulations establish a procedure for turnover of digital financial assets
which have features of securities or futures in accordance with the Securities and
Futures Ordinance.

The Regulatory Standards set out the requirements for legal entities that
provide services of intermediaries in attracting funding through an ICO. If a
firm manages a portfolio of digital tokens which are, by their nature, securities
or futures, it must obtain an asset management license or a license to deal in
securities, as well as register with the SFC. The rules for obtaining a license for
such corporations are no different from those who use traditional technologies for
investment.

According to the Regulatory Standards, licensed corporations should only
allow professional investors as defined under the SFO to invest in any portfolio.
To ensure that potential investors can make an informed decision, licensed
corporations should also clearly disclose all the associated risks to potential
investors and distributors they have appointed for distribution of their virtual
asset funds.” In order to decrease cyber security risks, the SFC has also obligated
licensed corporations to conduct periodic stress testing to determine the effect of
abnormal and significant changes in market conditions on these portfolios.62

The Regulatory Standards pay considerable attention to the financial
sustainability of entities engaged in virtual asset management, fund distributors
and trading platform operators. Licensed corporations are required to not only
appoint an independent auditor to audit their activities, but also have a liquid
capital of not less than HKD 3 million.” This undoubtedly provides protection for
investors in Hong Kong by decreasing risks connected with activities of different
financial pyramids in the sector.

The Conceptual Framework publication provides the rules for cryptocurrency
exchanges and stipulates that the SFC, before granting a license to an operator
of platforms for trading virtual assets, places it in a “regulatory sandbox” and
determines through supervision whether such an operator complies with the
high standards of the securities market.” If the SFC confirms the ability of an
exchange to comply with regulatory requirements, it will consider granting the
operator a license in accordance with the licensing conditions set out in the SFO.
An important feature of this approach is that licensing is not obligatory and aims
to separate operators who adhere to the high standards set by the SFC from those
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who are unwilling or unable to comply. Accordingly, the granting of a license
could be considered as a kind of marker that allows investors to determine the
conscientiousness of the operator and confirm the safety of transactions through
the crypto exchange.65

According to Conceptual Framework, licensed operators shall comply with a
number of specific rules aimed at protecting investors as follows:

1. provide services only to “professional investors”;

2. execute trades for clients only if there are sufficient fiat currencies or virtual assets in
the platform’s account to cover a trade;

3. observe know-your-client procedures;

4. use systems that adequately manage money laundering and terrorist financing risks;

5. fully disclose and ensure investors fully understand the nature and risks that they may
be exposed to in trading virtual assets and using their virtual asset trading services;

6. perform all reasonable due diligence on the virtual assets before listing them on its
platform; and

7. prevent market manipulation and abuse activities; establish and maintain written
policies and procedures governing employees’ dealings in virtual assets to eliminate,
avoid, manage or disclose actual or potential conflicts of interest which may arise

from such dealings.66

Paragraph I (5) of the Conceptual Framework states:

A Platform Operator should only admit a virtual asset issued by way of an initial coin
offering (ICO Tokens) for trading on its platform at least 12 months after the completion
of the ICO or when the ICO project has started to generate profit, whichever is earlier.
This ensures that there is sufficient market information and a performance track record
for investors to consider whether an ICO Token is backed by a genuine and viable
project. This also allows the Platform Operator to have more information to perform

proper due diligence on any tokens that it permits to trade on its platform.

This rule allows the operator to study information about the funds raised, check the
project, and exclude the entry on the exchange of digital tokens if it was deemed to
be issued for fraudulent purposes. It seems that this experience of Hong Kong may
also be attractive for official regulators from other jurisdictions where ICOs are legal.

Meanwhile, the Position Paper on Regulation of Virtual Asset Trading Platforms
2019 (hereinafter Position Paper 2019) supplements and clarifies the regulations
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of the SFC adopted in 2018. This document, in particular, specifies types of virtual
assets, including cryptocurrency, crypto assets, digital tokens, stable coins, as well as
the methods of their issuance, i.e., the initial coin offering (ICO), the token-security
offer (STO), and the initial exchange offer (IEO).67 The Position Paper 2019 further
contains a set of robust regulatory standards for virtual asset trading platforms which
are comparable to those applicable to licensed securities brokers and automated
trading venues.” These standards seek to address key regulatory concerns related to
the safe custody of assets, know-your-client requirements, anti-money laundering and
counter-financing of terrorism, market manipulation, accounting and auditing, risk
management, conflicts of interest, and the acceptance of virtual assets for t:rading.69
Based on the analysis of the risks associated with the legal regulation of the activities
of cryptocurrency exchanges, the SFC also clarifies license terms and conditions for
operators of virtual asset trading platforms and describes in detail the mechanism
for obtaining a license. A significant part of the licensing conditions is devoted to
how the operator must establish the identity of the client, interact with them, and
provide information.”

Even though Hong Kong has created the rules to regulate platform operators
for trading virtual assets, the problem of unregulated cryptocurrency exchanges
has not been resolved. These platforms neither have robust cybersecurity or
sufficient internal control systems, nor guarantee protection from challenges arising
from hacker attacks and market manipulation. In addition, unregulated platforms
may allow retail investors to trade directly which can lead to significant losses
for unqualified investors. The ease of retail access to unregulated virtual asset
trading platforms, coupled with aggressive online advertising, raises many issues
concerning investor protection.71 The SFC has clearly shown that only those
investors who seek to participate in trading on licensed platforms can rely on legal
protections, otherwise bearing all risk on their own.”

6. Comparative Overview of Cryptoassets
Regulations

If comparing the approaches of the PBOC, AMCM, Taiwanese, and Hong Kong
regulators concerning cryptocurrencies and ICO, significant differences are found
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in cryptoasset regulation. Mainland China and Macau provide a restrictive policy
towards digital financial assets, while Taiwan and Hong Kong take a more liberal
position and support the development of ICOs within the framework of securities
law, leaving Bitcoin-related transactions unregulated or partly regulated (Table 1).

Table 1: Comparison of Regulations of Digital Financial Assets

Jurisdiction
Type of activities
Mainland China Macau Taiwan Hong Kong
Bitcoin exchange Prohibited Prohibited Restricted Unregulated
Mining Restricted Unregulated | Unregulated Unregulated
Bitcoin re?lated Prohibited Prohibited Unregulated Unregulated
transactions
Regulated Regulated
ICO Prohibited Prohibited | under securities | under securities
legislation legislation
Regulated Regulated
. 1O .related . Prohibited Prohibited | under securities | under securities
intermediate services S S
legislation legislation

Source: Compiled by the author

The ban on digital tokens in mainland China has provoked investors to redirect
the flow of funds to countries with liberal regulatory schemes. The Internet
allows crypto investing through electronic exchanges located abroad, including in
Singapore and Japan, where Bitcoin and ICOs are legalized. The experiences of
Hong Kong and Taiwan demonstrate that securities legislation may be applicable
to ICOs. Therefore, it is rational not to prohibit [COs, but incorporate and specify
them into existing regulations.

As for prohibiting financial institutions from providing Bitcoin exchange
services, the restrictions introduced in mainland China, Macau, and Taiwan seems
to be more expedient than Hong Kong’s decision not to regulate this area. The
high volatility of cryptocurrencies, Bitcoin related risks to the stability of the
sphere of investments, and cryptocurrency use with the aim to bypass legislation,
all is showing that cryptocurrencies may not compete with fiat money with their
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monetary function being limited only to those involved in illegal activities. In fact,
they have turned into an exchange speculative commodity that traders use along
with other types of assets which allow them to play on the difference in rates. In
this regard, the prohibitions and restrictions imposed by the PBOC and AMCM are
reasonable, even if they make tax collection from crypto-exchanges impossible.

7. Conclusion

Unlike the financial authorities of mainland China, Macau, and Taiwan,
the HKMA has only partially regulated digital financial assets. If they have
the character of securities or futures, the Hong Kong Securities and Futures
Commission has the implemented provisions of securities legislation and the
licensing of virtual assets trading platforms to regulate these assets. As licensing
of virtual assets exchanges is voluntary, it could be deemed as an indication of the
fairness and ability to provide security within a trading platform. To maximize
investor protection, licensed exchanges in Hong Kong are allowed to do business
with non-professional investors, but limited to the trade of ICO tokens within the
initial 12 months or until the ICO project has proven its effectiveness.” However,
Hong Kong does not provide protection to investors when digital financial assets
lack the characteristics of securities. Therefore, an entire segment of Hong Kong’s
digital assets market is in a “gray” area unregulated. As a result, there are two
completely different approaches to digital financial assets in the PRC which fully
fits into the principle of “one country - two systems.” Hong Kong and Taiwan
act as bridges for mainland Chinese investors to the world of digital financial
assets. At the same time, however, they do not help to reduce the opportunities for
legalizing the proceeds resulting from criminal activities.

Received: May 15, 2021
Modified: July 15, 2021
Accepted: Aug. 15, 2021

367



C W R A. Alekseenko

REFERENCES

10

11.

12.

13

. Bitcoin Rates, Coindesk, May 24, 2021, https://www.coindesk.com/price/bitcoin.
. Akihiko Noda, On the evolution of cryptocurrency market efficienc, 28 AppLIED EcoNomics

LEeTTERS 433-9 (2021).

. S. Corbert, C. Larkin & L. Brian, The contagion effects of the COVID-19 pandemic:

Evidence from gold and cryptocurrencies, 35 FIN. Res.BLETTERS (2020), https://www.
sciencedirect.com/science/article/pii/S1544612320304098?via%3Dihub; https://doi.org/
10.1016/j.£1.2020.101554.

. Cryptoqueen: How this woman scammed the world, then vanished, BBC Ngws, Nov. 24,

2019, https://www.bbc.com/news/stories-50435014.

. Bitcoin is the ‘mother of all scams’ and blockchain is most hyped tech ever, Roubini tells

Congress, CNBC News, Oct. 12, 2018, https://www.cnbc.com/2018/10/1 1/roubini-bitcoin-
is-mother-of-all-scams.html.

. F. Victor & T. Hagemann, Cryptocurrency Pump and Dump Schemes: Quantification and

Detection, 2019 INT’L CONFERENCE ON DATA MINING WoRrksHoPs (ICDMW) Proc. (2020),
https://ieeexplore.ieee.org/document/8955594.

. Bitcoin ends day on the ropes after China clamps down on mining, trading, REUTERS,

May 21, 2021, https://www.reuters.com/technology/bitcoin-under-pressure-comeback-
fades-2021-05-21.

. PRC State Council, Liu He presided over the 51st meeting of the financial stability and

Development Commission of the State Council [XI#53E 55 H I [E 5% b 42 e K EZE A
SH AT —EW], May 21, 2021, http://www.gov.cn/guowuyuan/2021-05/21/content
5610192.htm.

. A. Alekseenko, Legal Regime of Digital Investment Tokens under Law of the PRC, in

CHINESE STATE AT THE FINAL STAGE OF THE BUILDING OF A “MODERATELY PROSPEROUS SOCIETY
351 (IFES RAS, 2020).

. Zhimin Chen & Liwen Jiang, Reflections on ICO Ban and Supervision of Innovation
in Finance [ICORZEET (4 fb 8357 5 & 7% %], 3 J. FunaN INSTITUTE OF FIN.
ADMINISTRATORS [ £ 4 Fill 7 B T30 22 Bt 5241 | 47-52 (2018) <available only in Chinese>.
Notice on Precautions Against the Risks of Bitcoins [ 5T [yt ELA i XU 938 %1, CRSC,
Dec. 3, 2013, http://www.csrc.gov.cn/pub/newsite/flb/flfg/bmgt/zh/gfxwjfxq/201401/
120140122 242972 html. <available only in Chinese>

Announcement on the Establishment of Reporting Platform for Virtual Currency
“Mining” Enterprises [J¢ T BRI T 4207 k254~ 5 (194 %], Inner Mongolia
Development and Reform Commission, May 18, 2021, http:/fgw.nmg.gov.cn/xxgk/zxzx/
tzgg/202105/t20210518 1502529.htm. <available only in Chinese>

. Chuanqgiang Mei & Jie Zeng, Research on Criminal Law Regulation of Private Digital

368



Regulation of Cryptoassets C W R

Currency Crime [FANEZ T8 MACTERIEINHIDET], 6 J. SWUPL [V UL R = 541k ]
109 (2020). <available only in Chinese>

14. Yanan Shi & Yijue Wang, Criminal Governance of Bitcoin Money Laundering Crime [t

15.

16.

17.

18.

B MYLEIL IR A ], 2 J. Pus. ProsecuTor’s COLLEGE [ [E 5K 45 B i 4R ] 47-62
(2019). <available only in Chinese>

Beijing Lekuda Internet Technology Ltd. Co. v. Suihua Huachen Commerce and Trade
Ltd. Co. and Peng Quanquan, China Judgment Online, July 29, 2016, https://wenshu.
court.gov.cn/website/wenshu/181107ANFZ0BXSK4/index.html?docld=ce26a59964¢94
4ab96fdb04617d482b4.

How to Use Bitcoin ATM in Macao to Change Bitcoin into Cash? [ 4nfaf i F#L 1(% Lk
K5 MATMIE Es T BB 4:2], btld.net, Aug. 6, 2021, https://www.btld.net/4478 html.
<available only in Chinese>

Jianpeng Deng, The Legal Thinking of ICO and Illegal Money-Raising [ICOFEILEE ¥ ]
JR9%:24 871, 8 Jinan J. (Philosophy and Social Sciences) [2 R 241 (3 2 4E S BHERR) ],
40-9 (2018). <available only in Chinese>

PRC State Council, Announcement of the People’s Bank of China, the Office of the
Central Leading Group for Cyberspace Affairs, the Ministry of Industry and Information
Technology and Other Departments on Preventing the Financing Risks of Initial Coin
Offerings [¢ T Biva R M RAT Ml KU 1A 451, Sept. 4, 2017, http://www.gov.cn/xinwen/
2017-09/04/content_5222590.htm. <available only in Chinese>

19.1d.

20.

PRC Criminal Law 1979 (2020 amendment), https://www.lawinfochina.com/display.
aspx?id=34470&lib=law.

21. PRC State Council, Regulation on the Prevention and Treatment of Illegal Fund-raising

[ A A B A8 %4545, Feb. 10, 2021, http://www.gov.cn/zhengee/content/2021-02/10/
content  5586632.htm. <available only in Chinese>

22. PRC State Council, Notice by the China Banking and Insurance Regulatory Commission,

the Office of the Central Cyberspace Affairs Commission, the Ministry of Public
Security, the People's Bank of China, and the State Administration for Market Regulation
of Risk Warning against Illegal Fundraising in the Name of “Virtual Currency” and
“Blockchain” [ TR LA “HEILIR M7 “IXBLBE” 44 SCHEAT ARIE SR BE RG], Aug.
27, 2018, http://www.gov.cn/fuwu/2018-08/27/content 5316810.htm. <available only in
Chinese>

23.1d.
24.1d.

25.

Civil judgment of second instance of financial contract dispute entrusted by Li Lingya and
Caoxinxian [ZE¥ V. 75 BZFCHIM & A2 25 — 8 [ Z94) 4 45] China Judgment Online,
Mar. 26, 2020, http://wenshu.court.gov.cn/website/wenshu/181107ANFZ0BXSK4/index.
html1?docld=f45577b0858440398937ab8a009b56c4. <available only in Chinese>

369



C W R A. Alekseenko

26.

27.

28.
29.
30.

31.
32.

33.

34.
35.

36.

37

A. Alekseenko, Regulation of ICO and Crypto Currency’s Transactions in the PRC and
Macao, 3 BALTIC HUMANITARIAN J. 209-12 (2019).

AMCM Caution against Engagement in Bitcoin Transactions [¥}2 B LU 22 7 7F H )
#7R], AMCM, June 17, 2014, https://www.amcm.gov.mo/zh/news-and-announcements/
press-releases/gap/caution-against-engagement-in-bitcoin-transactions. <available only in
Chinese>

Id.

Id.

AMCM reiterates virtual currencies are not legal tenders. Public is urged to be vigilant
against potential fraud, AMCM Press Release, Aug. 6, 2018, https://www.amcm.gov.
mo/files/press_releases/gap/2018/virtual coin/20180806_amcm_reiterates virtual
currencies_are not legal tenders.pdf.

Id.

Macau Financial System Act, No. 32/93/M of July 5, 1993, https://bo.io.gov.mo/bo/i/
93/27/declei32_en.asp.

Alert to Risks of Virtual Commodities and Tokens, AMCM, Sept. 27, 2017, https://www.
amcm.gov.mo/en/news-and-announcements/press-releases/gap/alert-to-risks-of-virtual-
commodities-and-tokens.

1d.

Zhihong Shi, 4 Study on Bitcoin-related Crime and Countermeasures [ L5 %5 Hl BIILIRAE
B [K] B 1 2 2 3859, 4 J. INFORMATION, TECH. & Soc’y [Hh I 8e K8 A, R Btk
e SAREAR] 64-79 (2018). <available only in Chinese>

The FSC once again reminds the public of the risks of investing in virtual commodities
such as Bitcoin [ 4% & F IR PE I AL R R LR 45 R 5E i 11 J3lB ], FSC, Dec. 19,
2017, https://www.fsc.gov.tw/ch/home.jsp?id=96&parentpath=0,2&mcustomize=news_
view.jsp&dataserno=201712190002&aplistdn=ou=news,ou=multisite,ou=chinese,ou=
ap_root,0=fsc,c=tw&dtable=News 2017-12-19. <available only in Chinese>

. Bitcoin is not a currency. The receiver should pay attention to the problem of risk-taking

[ELRr G R B W, sz i v B R R 45 7], FSC, Dec. 30, 2013, https:/www.fsc.
gov.tw/ch/home.jsp?id=96&parentpath=0,2&mcustomize=news_view.jsp&dataserno=20
1312300002 &aplistdn=ou=news,ou=multisite,ou=chinese,ou=ap_root,o=fsc,c=tw&tools
flag=Y &dtable=News. <available only in Chinese>

38.1d.
39.1d.

40.

41.

ATMs of Financial Institutions Must Not Provide Bitcoin-Related Services [4:RlHEREATM
ARt LLAR S AN AR FS ), Jan. 6, 2014, https://www.fsc.gov.tw/ch/home jsp?id=96&par
entpath=0,2&mcustomize=news_view jsp&dataserno=201401060003 &toolsflag=Y &dta
ble=News. <available only in Chinese>

Regulators Warn against Using Bitcoins, TapEl TiMES, Dec. 31, 2013, http://www.

370



Regulation of Cryptoassets C W R

42.

43.

44,

45.
46.

47.

48.

taipeitimes.com/News/biz/archives/2013/12/31/2003580146.

D. Leung & A. Dickinger, Use of Bitcoin in Online Travel Product Shopping: The
European Perspective, in INFORMATION AND COMMUNICATION TECHNOLOGIES IN TOURISM
(R.Schegg & B. Stangl eds., 2017), https://doi.org/10.1007/978-3-319-51168-9_53.
Securities and Exchange Act of Taiwan (2021 amendment), https://law.moj.gov.tw/ENG/
LawClass/LawAll.aspx?pcode=G0400001.

Supra note 36.

Id.

$4.1 Million goes missing as Chinese bitcoin trading platform GBL vanishes, Coindesk,
Nov. 12, 2013, https://www.coindesk.com/4-1m-goes-missing-chinese-bitcoin-trading-
platform-gbl-vanishes.

D. Donald, Hong Kong’s Fintech Automation: Economic Benefits and Social Risks, in
REGULATING FINTECH IN Asia: GLoBaL ConTexT, LocaL PerspEcTIVES 41 (M. Fenwick, S.
Van Uytsel & Bi Ying eds., 2020).

Keynote Speech at Treasury Markets Summit 2018: “Crypto-assets and Money”,
HKMA, Sept. 21, 2018, https://www.hkma.gov.hk/eng/news-and-media/
speeches/2018/09/20180921-1.

49.1d.

50.

51.

52.

53.

54.

R. Hui Huang, Demin Yang & F. Fai Yang Loo, The Development and Regulation of
Cryptoassets: Hong Kong Experiences and a Comparative Analysis, 21 Eur. Bus. ORG.
L. Rev. 319-47 (2020).

Securities and Futures Ordinance Cap. 571, https://www.elegislation.gov.hk/hk/cap571.
Meihui Zhang, The Supervision of Token Issuance from the Perspective of Securities
Law of Overseas Markets - Based on the Supervision Practice of the United States,
Singapore, Australia and Hong Kong [54M i EFmEMEF TR M RTINS —H T35
FELC B hns s SRR AT ] 5 s X (1 1 8 SR ), 3 FiN. L. [ 4895:%%] 106-20 (2019).
<available only in Chinese>

SFC warns of cryptocurrency risks, SFC, Feb. 9, 2018, https://apps.sfc.hk/
edistributionWeb/gateway/EN/news-and-announcements/news/doc?refNo=18PR13 .
SFC Requires ICO to be Withdrawn from Hong Kong Public, Lexology, Mar. 20,
2018, https://www.lexology.com/library/detail.aspx?g=21835b00-23aa-4b41-a20e-
77805bdc7818.

55.1d.
56.1d.

57.

The SFC's Statement of 1 November 2018 on Regulatory Framework for Virtual
Asset Portfolios Managers, Fund Distributors and Trading Platform Operators, SFC,
Nov. 1, 2018, https://www.sfc.hk/en/News-and-announcements/Policy-statements-
and-announcements/Statement-on-regulatory-framework-for-virtual-asset-portfolios-

managers.

371



C W R A. Alekseenko

58. The SFC’s Regulatory Standards for Licensed Corporations Managing Virtual Asset
Portfolios, SFC, Nov. 1, 2018, https://www.sfc.hk/-/media/EN/files/ER/PDF/App-1---
Reg-standards-for-VA-portfolio-mgrs_eng.pdf.

59. The SFC's Conceptual Framework for the Potential Regulation of Virtual Asset Trading
Platform Operators, SFC, Nov. 1, 2018, https://www.sfc.hk/web/files/ER/PDF/App%20
2 %20Conceptual%20framework%20for%20V A%?20trading%20platform_eng.pdf.

60. Position Paper Regulation of Virtual Asset Trading Platforms, Nov. 6, 2019, https://www.
sfc.hk/-/media/EN/files/ER/PDF/20191106-Position-Paper-and-Appendix-1-to-Position-
Paper-Eng.pdf.

61. Supra note 57.

62. 1d.

63. 1d.

64. Supra note 59.

65.1d.

66. 1d.

67. Supra note 60.

68. 1d.

69. 1d.

70. Id.

71. Supra note 53.

72.1d.

73. Supra note 58.

372



